
















































Curriculum Vitae 

SAHRIN HJ ABD RAHMAN 
 
Contact Address: 
No 20, Kg Bengkurong 
Simpang 66-101,  
Bandar Seri Begawan, BF1920, 
Negara Brunei Darussalam 
 
E-Mail  : sahrin78@gmail.com 
Linkedin : sahrin-HAR 
Contact No : +6737166099 
Nationality : Bruneian 

 

INFORMATION TECHNOLOGY SECURITY SPECIALIST/ANALYST 

Insightful, results-driven IT professional with notable success directing a broad range of 

corporate IT security initiatives while participating in planning, analyzing, and implementing 

solutions in support of business objectives. Excel at providing comprehensive secure network 

design, systems analysis, and full lifecycle project management. Hands-on experience leading all 

stages of system development efforts, including requirements definition, design, architecture, 

testing, and support.  
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AREAS OF EXPERTISE:  

 

IT Security Specialist 

 Network and Systems Security  

 IT Policy Planning/Implementation  

 Web/Application Vulnerability 
Assessment 

 Conduct real-time monitoring and 
analysis of security threats  

 

 Develop CSIRT 

 Data Forensic investigation 

 Penetration Testing 

 Log Review and Reporting  

 Research current CVE, CVSS and 
exposure based on NVD security matrix 

Network 

 Asset and IT Inventory 

 IT Contingency Planning 

 Network (Switches, Router and 3rd 
Party devices)  

 Network Design (WAN/LAN) 

 Wireless Infrastructure Design 

 Asset and IT Inventory 

 Monitor Network Performance 

 Server, Appliances, End Point 

 Active Directory, Exchange, File Server 
 

 
Disaster Recovery Centre 

 Disaster Recovery Centre Planning 

 Firedrill exercise monitoring 

 Real-time synchronization 

 Switchover  

 Backup and Restore operation (Cold, 
warm and Hot) 

 Apply Lesson Learned 

 Prepare Workforce Resillence 

 RPO and RTO 

 Prepare DRP based on departmental 
critical function/application.  

 

Data Management and Virtualization 

 Storage Infrastructure 

 SaaS (Storage as a Service) 

 Virtualization – serverless computing 
 

 Review audit log and identify 
unauthorised activity.  

 Perform regular security check on 
storage capacity and performance.  
 

 

 

 



TECHNICAL PROFECIENCIES  

Platforms: Windows 9x/NT/2000/XP/VISTA/7,8, 10 Windows Server 2008 R2, Microsoft 
Exchange Server, Vmware, MACOSx, Ubuntu, HyperV, Oracle Virtual Box, RHEL 
 

Networking: LAN/WAN Administration, VPN, TCP/IP, Wires and Wireless Networking, data 
centre, data recovery centre, Active Directory, NetSupport Manager, Symantec 
End-Point Protection, Centralised Log Management (LogRadar Security 
Management), Dell PowerVault TL1000 and etc.  
 

Programming: C, C++, Classic ASP, HTML, VBA (Ms Access) 
 

Vulnerability 
Assessment 

Tools: 

 
Retina, Microsoft Baseline Security, WireShark win32, RetinaCommunity, 
Maltego, Nessus, Openvas and etc. 
 

  
Database: MSSQL, MYSQL (SQL-Front), MS Access, OracleXE, Oracle Application Express 

(APEX). 
 

Appliances: Fortinet Firewall (Fortigate, Policy Management), FortiAnalyzer, Centralized 
Log Management, DellKACE and etc. 

 

 

 

 

 

 

 

 

 

 

 

 



WORKING EXPERIENCE  

 
1. PROGRAMMER/NETWORK ADMINISTRATOR/IT SECURITY           1999 –2004 
 
Company Name: Takaful Islamic Bank of Brunei Sdn Bhd 
Experience:  

 Handling multi assignment 

 Network & Computer System 

 Data Recovery 

 Incident Handling 

 Programmer & Network Administrator 
 
 

Responsibilities: 
 

 Assists Information Technology management in designing and building the enterprise’s 
computing networks including data centers, wide area, local area, and value added components 
where applicable.  

 Analyzes and evaluates technical requirements and specifications for the seamless integration of 
enterprise wide computing resources. 

 Installs, configures and upgrades operating systems and software, using standard business and 
administrative packages; may modify specific applications for use in operational departments. 

 Supports the planning and installation of computer equipment and networks. 

 Makes recommendations continually on changes in hardware and network configuration to 
improve delivery of service. 

 Acts as a technical resource in assisting users to resolve problems with equipment and data; 
staffs a centralized help desk to facilitate exchange of information and advice; implements 
solutions or notifies outsource providers as required. 

 Perform preventative maintenance, including the installation of service packs, patches, hot fixes, 
anti-virus software, and so on. 

 Assists with the planning, design, research and acquisition of new or upgraded hardware and 
software systems; maintains current knowledge of hardware, software and network technology 
and recommends modifications as necessary. 

 ETC 
 
 
Key Achievements: 

 Developing Third Party Claim System Information  

 System for House Insurance System for Claim Division 

 Wireless Infrastructure 

 ETC 
 
 
 



 
2. IT Network Security Administrator (Seconded)         Jan 2004 – July 2004 
 
Company Name:  Islamic Bank of Brunei Sdn Bhd (IBB) 
Experience: 

 Policy and Procedure 

 Standard Operating Procedure 

 Design wireless infrastructure for each floor 

 Monitor access control 

 Exposure of Active Directory 
 
 
Responsibilities: 
 

 Assist the network administrator to protect the computer, servers and laptop connecting to the 
network. 

 Prepare the standard operating procedure for IT department. 

 Manage and maintain security systems and software, including firewalls, intrusion detection 
systems, and anti-malware software. 

 Perform day-to-day operations of security solutions and the identification, investigation, and 
resolution of security events detected by those systems. 

 Participate in the creation of policies, standards, and procedures where appropriate. 

 Raises awareness of data security to ICT team. 

 Review infrastructure logs and interprets the security implications of that activity and devise 
action plans for appropriate resolution. 

 Review and evaluate patch reconnaissance to schedule and apply fixes and security patches. 

 Maintain knowledge by conducting research on emerging products, services, and security 
standards. 

 

 
Key Achievements: 

 Implementing SIEM, AV, Enterprise Firewall appliance. 

 Created a process to detect new devices and alert the IS group once after the device being 
connected to the network.  

 Implementing SSO to all registered users and devices in active directory.  

 ETC 
 
 
 
 
 
 
 
 



3. PROGRAMMER              2005 – 2007 
 
Company Name: Free Lancer 
Supervisor: System Supervisor (Ministry of Health) 

System Supervisor (Ministry of Education) 
Head of Claim assessment division (Takaful IBB) 
 

Experience:  
 

 Developed system for overseas student for Ministry of Education using web-based system 

 System develop for student who wants to apply for the scholarship overseas. 

 System developed from frontend to backend. 

 Once system completed, the system including the database will be managed and 
monitored by IT staff. 

 

 Developed system for Hospital Drugs Control System for Ministry of Health 

 Purpose is to track all the drugs listing stored in Ministry of Health. 

 System developed using client server.  

 Once system completed, the system including the database will be managed and 
monitored by IT staff. 

 
 Developed system for Hotel Management System 

 System developed for customer convenience as they can apply the booking to all hotel 
in Brunei using centralised hotel management system.  

 System developed using web-based application. 
 

 Developed system for Third Party Claim Management System 
 System developed for insurance company to manage third party claim.  
 System developed using VBA (client Server). 
 Centralized database. 

 
 Developed system for Medical Management System 

 System developed for private clinic. 
 System developed using Microsoft Access with Oracle as a backend 
 System designed to identify the human body parts with image and description.  

 
 

 Others 
 
 
 
 
 
 
 
 
 



4. HEAD OF INFO-COMMUNICATION TECHNOLOGY DIVISION    2007 – 2015 
  
Company Name:  
Insurans Islam TAIB Sdn Bhd 
Head Office, Bangunan Suria, Unit 5, 6 & 7, Kiulap 
Bandar Seri Begawan BE1518 
Negara Brunei Darussalam 
 
Managing Director: Hj Osman bin Hj Md Jair, Insurans Islam TAIB Holding Sdn Bhd 
 
Responsibilities:  
 

 As a head of the IT division, to improve the leadership and management skills, monitor the IT 
staff KPI, assign individual target, departmental budgetting and ensure the infrastructure is up-
to-date.     

 Participate as a member of the senior management team in governance processes of the 
organization’s security strategies. 

 Lead strategic security planning to achieve business goals by prioritizing defense initiatives and 
coordinating the evaluation, deployment, and management of current and future security 
technologies. 

 Assist with the design and implementation of disaster recovery and business continuity plans, 
procedures, audits, and enhancements. 

 Develop, implement, maintain, and oversee enforcement of policies, procedures, and associated 
plans for system security administration and user system access based on industry-standard 
best practices. 

 Define and communicate corporate plans, procedures, policies, and standards for the 
organization for acquiring, implementing, and operating new security systems, equipment, 
software, and other technologies. 

 Act as advocate and primary liaison for the company’s security vision via regular written and in-
person communications with the company’s executives, department heads, and end users. 

 Develop, track, and control the security services annual operating and capital budgets for 
purchasing, staffing, and operations. 

 Design, deploy and execute the plan on the network components requirement within company’s 
LAN/WAN infrastructure. 

 
 
Key Achievements: 

 Migrate and Managed Windows 2000 to 2008 environment (exchange, file server and Database) 

 Provide secure network environment for each operational branches. 

 Provide VPN for Takaful Agency, Banca Insurance as well as core application vendor from inside 
and outside Brunei.  

 New Server Environment for Data Centre (Developed Data Recovery Centre for core application, 
file management and synchronization both end). 

 Managing few project in ICT division.  

 Comply IT audit requirement from frontend to backend. 

 Disaster Recovery Center setup and implementation. 
 



 
5. CYBERSECURITY MANAGER/SPECIALIST    2015 – Present 
  
Company Name:  
Insurans Islam TAIB Sdn Bhd 
Head Office, Bangunan Suria, Unit 5, 6 & 7, Kiulap 
Bandar Seri Begawan BE1518 
Negara Brunei Darussalam 
 
Responsibilities:  
 

 As a focal point for any cyber security issues, data leakage, web threats and including malware, 
phishing, viruses, DDOS, information warfare and hacking.  

 Monitor the organization’s networks and security breaches and investigate a violation when 
occurs. 

 Monitor inbound, outbound activities from centralized log management.  

 Prepare reports that document security breaches and the extent of the damage caused by the 
breaches. 

 Conduct security assessment (white hat, black hat) with external vendor on core application and 
database.  

 Research the latest information technology (IT) security trends. 

 Provide solution on how to improve IT security.  

 Develop security standards and best practices for their organization. 

 Recommend security enhancements to management or senior IT staff. 

 Scan any open port, identify and analyze any anomaly pattern and activity 

 Penetrate any newly vulnerability detected based on global review and threat level.  

 Conduct information security awareness to end-users via email and presentations.  

 Monthly SAR (Security assessment report) to any critical application, services and servers, which 
consists of analysis, research and recommendation.  
 

 
Key Achievements: 
 

 Conduct risk analysis on company core application using a web vulnerability assessment tools.  

 Reviewed the technical security architecture, including authentication / data permissions / 
authorization, data and transaction flows across security boundaries and web services. 

 Reviewed and identified potential issues on application,OS,host,database,network and 
infrastructure.  

 Conduct phishing simulation attack to all employess and convert the finding into cost to identify 
the actual lost of the company when real senario happens.  

 Performed social engineering simulation attack to new employees on the data confidentiality, 
information gathering on company profiles and anything which involved finance. 

 Performed the IT security awareness to all backoffice, call centre, operational staff and ICT 
team.  

 Develop NIST framework with limited resources and guidance from matter experts. The CSF 
developed is based from previous templates from risk management project.  

 



 
6. Data Centre Consultant (IT advisor)       2010 – 2014 
 
Company Name:  
Darussalam Holding Sdn Bhd  
Airport Mall, Bandar Seri Begawan  
Negara Brunei Darussalam 
 
Managing Director: Hj Mahmud bin Hj Mohamed, Darussalam Holding Sdn Bhd 
 

Work Activities: 

 
Darussalam Holdings is a subsidiary company of Tabung Amanah Islam Brunei (TAIB) and was assigned 
as an IT advisor/consultant and carried out the major transformation of their IT department. During the 
period were engaged with Darussalam Holding, the tasks consist of: 

 Meeting with IT team to determine requirements. 

 Working with IT team to define the scope of a project. 

 Identifying IT requirement suitable for their organization. 

 Planning timescales and the resources needed. 

 Clarifying a client’s system specifications, understanding their work practices and the nature of their 

business. 

 Defining software, hardware and network requirements. 

 Analyzing IT requirements within organization and giving independent and objective advice on the 

use of IT. 

 Developing agreed solutions and implementing new systems. 

 Helping clients with change-management activities. 

 Designing, testing, installing and monitoring new systems. 

 Preparing documentation and presenting progress reports to customers. 

 Prepare Business Continuity and Disaster Recovery Planning. 

 Provide best solution for Operations Security. 

 Wireless solution for internal users and their work-in corporate client .  

 Providing a suitable network infrastructre for the company. 

 ETC. 
  

Key Achievements: 
 

 Migrate Windows 2000 to 2008 environment (exchange and file server) 
 Proposed a better firewall that can managed New Server Environment for their Data Centre. 
 Proposed Dell Server for their data centre, which include ticketing system.  
 Proposed Virtual Private Network for their branch connectivity using public network (Internet). 
 Proposed Wireless solution for their internal division. 
 Proposed Security infrastructure which include departmental requirement such as access 

control, monitoring the internet activity, server environmental control, FM200 fire suppression 
system.  



 

QUALIFICATION AND CERTIFICATION  

Sept 2015 – Apr 2017 
Bsc (Hons) Degree of Computer Science (1st Class Honor) 
University of Chester, United Kingdom 
 
Jun 2004 – Mar 2007 
HND in Information Technology/Computer System 
Institute Technology Brunei 
 
Jan 2001 – Apr 2003 
National Diploma in Computer Studies 
Informatics Computer School 
 
 

Professional Certification/Certified/License: Membership ID 

• CCNA – Cisco Certified Network Associate  
• CHFI – Certified Computer Hacking Forensic Investigator 
• CEH – Certified Ethical Hacker 
• ECSA – Certified Security Analyst  and LPT – License Penetration Tester 
• ENSA – Certified Network Security Administrator 
• BCCP – Business Continuity Certified Planner 
• Comptia – Security + 
• Comptia – A+  
 

CCNA 
ECC955732 
ECC985301 
ECC965744 
ECC97206373364 
8473-BCCP-201-40331 
Security+ 
COMP10285058 

Professional Affiliations: 
 

 

• Accredited Member of ECCouncil Elite team – USA 
• Accredited Member of Comptia 
• Accredited Member of Business Continuity Management Institute from GMH 
– Singapore 
• Recognised by CISCO Systems Inc.  
• Participated in Brunei ICT Award (BICTA)competition 2017 - Brunei 

 

 

Next Certification 

CISA   : Certified Information Systems Audit – September 2019 

 

 

 

 



Seminar and Workshop Attended 

• Kementerian Perindustrian dan Sumber Sumber Utama – 1997 

• CompTIA A+ Certification, Brunei - 2000 

• Group Hospital Surgical at Kuala Lumpur – 2002 

• Property as Engine of Economic Growth  conducted by Kementerian of Development, Brunei – 2008 

• Next – Generation IT Security Workshop, Kuala Lumpur – 2008 

• Service Level Agreement Masterclass, by VMAC Singapore - 2008 

• Informars – CompTIA Security+, Brunei 2009 

• Ultimate Live Hacking and Countermeasures Master Class conducted by UniStrategic Malaysia – 2009  

• Meet the Expert BCP & DRP conducted by Dr Goh Moh Heng Institute Singapore – 2010 

• Computer Hacking Forensic Investigator conducted by ECCouncilAcademy Malaysia – 2011 

• Hacker Halted Asia Pacific Conference conducted by ECCouncil US – 2011  

• Hacker Halted Asia Pacific Workshop  conducted by ECCouncil US – 2011 

• Internet Protocol version 6 (Ipv6) seminar conducted by AITI – 2013 

• Managerial Skills for Technical & IT Professionals conducted by Cfrontier Malaysia – 2013 

• CISCO Training and Certification conducted by TechOneGlobal Brunei – 2014 

• ECCouncil training on Ethical Hacker conducted by ECCouncilAcademy Malaysia – 2014 

• Rapid Immersion: Breaking and Fixing Web Application Security, Brunei - 2015 

• Critical Decision round table for IT Security Managers, Brunei -2015 

• Web Application Security for Information Security Manager, Brunei – 2015 

• Master Class on Certified Information Systems Security Professional (CISSP), Brunei – 2016 

• Ethical Hacking and Information Security Masterclass, Kuala Lumpur – 2017 

• Managing Cyber Security Risk Masterclass, by CIBFM Brunei – 2019 

• Certified Information System Auditor- CISA, Brunei – 2019 

 

 

 

 

 

 

 

 

 

 



 

MAJOR PROJECTS 

Project Name Remarks Project Started 

Data Centre Relocation (pm) Moved from old building to a new building 11/2007 

eHRM (pc) System required for HR division 01/11/2009 

Content Management System (pc) Corporate web-site 01/11/2009 

Environment Control of the Server Room (pm) Monitoring server room temperature 25/08/2010 

Backup Generator for IITSB building (pm) Disaster purposes 19/08/2010 

Data Center Consultation Specialist – 
Consultant 

IT advisor for DHSB 19/10/2010 

New Server Environment (pm) Server migration 01/11/2010 

Network Backup Storage (pm) For Contingency planning 25/10/2010 

Electronic Messaging System (pm) Data center messaging system 25/08/2011 

Disaster Recovery Center Project  BCP and DRC 05/10/2012 

Patch Centralization Project (pm) 
Using Dell Kace product as a 12entralized for 
deployment and software installation.  

04/02/2012 

Network Security Monitoring (pm) Centralized log management, monitoring 
suspicious activity from internal and external   

31/7/2013 

Penetration Testing Project (pm) 
Organised and setup arrangement with external 
pentester to do the security measure. 

10/11/2013 

Insurance Management System (pc) 
Oracle – DBA (Key person) 
Technical (Key person) 
Security (Key person) 

31/06/2015 

Symantec End Point Protection (pm) 

2
nd

 layer protection after firewall, to project 
workstation, servers and detect external devices. 
Produce report based on severity level and 
categories.  

June 2017 

Vulnerability Assessment (pm) 
External Application (Web-based), risk analysis to 
evaluate the potential risk from given threats and 
re-evaluation of risks.  

Nov 2017 

Patch Management Solution (pm) 

Policy and Procedure, Patch management 
strategy, verification and deployment. 
Patch management governance, evaluation and 
collection 

Jan 2018 

Private Branch Exchange – IP Telephony 
Replace the current system; improve the 
communication line, able to communicate with 
the sister company within the same network.  

Feb 2018 

New Generation Firewall Project – (NGFW) 
(pm) 

Invalid cert, firewall single sign-on (FSSO), virtual 
IP implementation for external domain, 
application control by signature based, data loss 
prevention and web filter.  

Apr 2018 

Cyber Security Framework (pm) 
NIST Framework Core, Implementation Tiers and 
Profile 

April 2019 

 
PM = Project Manager, PC = Project Coordinator 








